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AGENDA

« Smarter Community Data sharing

« NSW Government Data Task Force and
ACS Data Sharing technical committee

* The “Five Safes” model
» The Data Sharing Policy Challenge
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Contents = Table of Contents 1
+ Scope Polcy tile: DATA SHARING POLICY T“"‘: :
¢ Pupose Oirectorate: INNOVATION & CITY TRANSPORMATION 2 Purpose. 2
* Policy
o Procedure wranch STRATEGIC PROIECTS 3 Polic 2
° Policy objective The pokicy aims to postien Councl te proactvely assess ail ‘ Goals 2
+ Appendix Gats wih the intenton to share sy apprOprate newly 5 3
creatad o collectad data and to progressively share data Controlied Document .
Scope Over time Based on our CAPACHY to deiver
This Policy covers data created, coliected, and maintaned by City of Parramatta Council (CoPC)
or by contractors or third partes on beha¥f of CoPC. scope:
Undopmang v ok, e Gty Vel wich e Paramats Sy ey This Poicy covers cata crastee, comecid, acquired and maintained by the Logan Oty Cound (1Cc or
sustainadie, Iveable and productive — inspired by cur communities. Supporting 2 of ou Sy contractors or third pertias on behalf of LOC
community to succeed and live well Champions of our mmm uﬂ Llﬂlv swlﬂl of our Underpinning this Policy, ks the City's Corporate Plan and Vision
buit and Fostering viorant thatis . . ¢
wel-balanced. connected and sustainable. Drivers of the umomy qum\g local jobs by on all of these prionties in support of the cvarsll Corporate Plan and Vision
Parramatta as a global centre for business and investment Accountable to our M““ the lens
communiies An agiie, Estening and transparent Council working in partnership and providing e inising te rsks darved rom y-trpies
great services. now and into the future *
Council will ensure that every pvwwﬂ data set that is shared or opaned be subjected to & risk
AND Through the lens of the future and the digital economy, positioned through this Policy we minamise any
must strive 10 leverage the opportunities of data shanng whie munimsing the nsks derved fom Council wib cons Gata uniess @ (s restricted for reasons of prvacy, ke safety, securty,
asufication, commarcal confdentiaiey or comphance with rw aed Gzes not represent cperations
sk
This documents describes an end-state Policy for dealing with Data It's important to recognise
that achieving this end.state will not happen in a singée step. The exact sequence of events that
lead to this policy being fully operational cannot be described but as a guide, the foliowing
journey overview is offered
Implementation of ths policy assumes that in the short term, the role of a Shared Data Manager
il be created, and with the support of the CoPC leadership this person assigned this role &
tasked with “owning” the Shared Data Program. This may not be a full time role at this stage
This person would aiso provide some informal training 10 those staff members who work with
data that may be “sharable”. In the early stages. “Shared Data Champion” roles and
responsiiites may be covered by the Shared Data Manager unti such time as the amount of
data requrres consideration of addtional resources
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Policy Owner:  Information Services Director?

Category: Smart Cities Initiatives?

1. STATEMENT OF INTENT

Data Shari ng Pol |Cy e s Vot e e et e i

12 This Shared Data Policy defines the principles governing Couscil Shared Data,
describes the expectations and responsibilties for department parteipation, and
oaftvos governance of the Skared Data Program which inchudes its data sharing partmers. The
policy aims to position Council to proactivaly share newly created or collacted data and

o Noremear o 1o progressively share existing data over tme based on osr capacity 1o deliver

2. ELIGIBILITY

21 This Pelicy covers data created, collected, asd maintained by the North Sydney
City Council (NSCC) or by comtractors or thard parties cn bebalf of NSCC

22 Underpmning this Pobicy, is the City's “Mission and Values" which states that
the Couneil wall *.._be leading edge ix serviag the community of Nerth Sydney
b carieg o daes, improving it appessasce and duivering semices 9 s

1 Document Control lly, socially " Thisis
Owner: Shared Daea Marager -qpk-mnd with Community Values that include~
* Sustaimability - equity, preservation, justics and precastion
Vauten Sostiutan Approal Dot * Commusty service - eficiency, effectiveness and responsiveness

AVl C ”j:’" * Open goversment - tansparency and accountabulity
i Sl * Ethical conduct - bonesty and integrity
oraft ves * Justics - faimess and squity
Drah VDS Partner feesback revivoms SON ane partnars * Qulity - insovation and exsellence

Owtcomes from workuhop il G Meydon snd tean * Teamwork - cooperation and respect

21 Inaniscreasimgly digially esabled economy, iformation in the form of digital
data will help to debiver om all of these values in sspport of the overall Missica.

24 Through the bems of the future and the digital economy, positioned through this

olicy, Counsil strives to leverage the oppertusities of data shring while
the risks derived from open data.
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“Problem Finding & Solving” - an Innovation Platform for People in Smart Places

Business and industry Citizen Centric Research and problem solving Infrastructure

Innovation @
&

Augmented
decision making

Start-ups Start-ups Start-ups Start-ups
Procurement,

Governance,
Data transport &
management

Programmable
infrastructure
& Data gathering




Data Governance: The 4 phases of Data Sharing

Phase 4 .
Leveraging data from across the business to Innovahon end bler

analyse and guide future business The ‘OI.I’ Of The
/ digital economy

Phase 3
Recognising that a common platform to collect

data from several silos enables new business

Phase 2
Data from Phase 1 projects combining to leamn Data Sharing Policy is now Ciritical
something new
Phase 1 :
New data sources & Smart uses to improve Platforms selection starts now
productivity within an existing business model

Source: Geoff King — CoP and CreatorTech c 'eﬂ tc ' I ec h ”
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Advice to Govt and
Industry
Cross :
Jurisdictional Governance Privacy HRIEEE] (DEtE Maturity
Open data Framework Framework DA Frameworks
Framework
Framework

Common Framework for managing Personally Identifiable Information Guidelines and
_ Recommendations
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NSW Government Data Taskforce
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Finance,
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Innovation
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NSwW

Dr. lan Oppermann

CEO and Chief Data Scientist, NSW Data Analytics Centre

ICT and Digital Government | Department of Finance, Services & Innovation
ian.oppermann@finance.nsw.gov.au | www.finance.nsw.gov.au
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Cross Jurisdictional Sharing
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Early intervention services Home > For agencies that work with us > Our funding programs > Out-of-home care contracted care program

Folicies and auideines Out-of-home care contracted care program

Contract governance Spo
Guidelines and rules

Child protection services

The NSW out-of-home care contracted care program is a partnership between participating funded agencies and
v Family and Community Services. The OOHC Contracted Care Program G
program and what it funds.

Our funding programs Guidelines (PDF) provide an overview of the

NSW Aboriginal Child,
Youth & Family Strategy The Contracting Arrangements an

s and Business Rules (PDF) set out the policy around payments, costing and vacancy
managemen! t for OOHC contracts

Aboriginal child and family

Finance,
Services & @ﬁﬂ
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The technologies discussed in this taskforce —
determining minimum cohort size, differential privacy,
homomorphic encryption, and privacy preserving
linkage — all address concerns associated with re-
identification of individuals from linked data sets, and
yet all are at relatively early stages of development.

Maturing these technologies by encouraging pilot
projects and safe trials would benefit all jurisdictions.



Important Resources for Data and Security @;

NSW Government Data Task Force

Launched 28t September 2017 -

https://www.acs.org.au/content/dam/acs/acs-publications/ACS_Data-

Sharing-Frameworks_FINAL_FA_SI

Data Sharing
Frameworks

Technical White Paper

NGLE_LR.pdf

Data
Analytics
Centre

BOVERNMENT

infermation
and privacy
commissior

@ Information Governance ANZ

Department of the
Prime Minister and Cabinet

" DATATO
+ DECISIONS
<" 'CRC .

- (2) —

[oT Alliance Australia

Australian Government

Anstralian Institute of
Health and Welfare

NSW Government Data Task Force
Final Report due 15t November 2018

inspiring success

Australian Computer Society Inc. (ACT) AUSTRALIAN
ARBN 160 325931 COMPUTER
SOCIETY

Level 27, Tower 1,

100 Barangaroo Avenue
Sydney, NSW 2000

T 029295 3666

Trust Preserving Data Sharing Frameworks

Data Sharing Taskforce
Whitepaper #2
Version 0.14
25t September 2018

Editor- lan Oppermann

S Dt Sharing Tashforce ~ Whitepaper — 257 September 2018 v0_14 Page 1
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Internet of Things
Security Guideline
V1.0

IoT Alliance Australia

INTERNET OF THINGS
SECURITY GUIDELINE

Internet of Things
Good Practice Guideline
for 10T Services V1.0

IoT Alliance Australia

INTERNET OF THINGS
GOOD PRACTICE GUIDE FOR
BUSINESS TO CONSUMER IOT SERVICES

Some useful resources from the loT Alllance

Internet of Things
Platform Selection
Guideline V1.0

[oT Alliance Australia

INTERNET OF THINGS
PLATFORM SELECTION GUIDELINE

Internet of Things
Smart City Platform
Selection Guideline V1.0

[oT Alliance Australia

INTERNET OF THINGS
SMART CITY PLATFORM
SELECTION GUIDELINE

4
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P,
G/' £

IoT Alllance Australia



Australian Government
The information lifecycle

¥« Office of the Australian Information Commissioner

Consider whether itis actually
necessary to collect and hold personal
information in order to carry out your
functions or activities

\ustry
o I\Imh.m(.u\nnnunl
X Office

of the A
ustraliy
an Inlnnu.umn Comm
issioner

Destroy or de-identify the
5 personal information when it is
no longer needed.

Guide i
to Securing personal information

‘Reas i
Onable steps’ to Protect personal information

Plan how personal information will be
handled by embedding privacy
protections into the design of

information handling practices

into place strategies to protect
personal information that you
hold

1 Take appropriate steps and put

January 2015

Assess the risks associated with the collection of
the personal information due to a new act, practice,
change to an existing project or as part of business

as usual




The APPs are legally binding principles

They set out standards, rights and obligations for
handling, holding, accessing and correction of
personal information.

They apply to:

Australian Privacy Principles - APP

In 2014, a new set of Privacy

Australian Government

Principle | Description ____________

Open and transparent management of personal information
Anonymity and Pseudonymity

Principles were enacted. These are
set out in the Privacy Act 1988

Collection of solicited personal information
Dealing with unsolicited personal information
Notification of collection of personal information

most Australian government agencies Use or disclosure of personal information

private sector and not-for-profit organisations
with an annual turnover of more than $3

million Adoption, use or disclosure of government-related identifiers
all private sector health service providers, and Quality of personal information

some small businesses such as businesses : : :
. , _ Security of personal information
trading in personal information.

Direct marketing
Cross border disclosure

Access to personal information
Correction of personal information

»
Creator Tech 00




For a Minimum Identifiable Cohort Size of:-
1: PIFisless than 1.0
A ThrEShOId Cha"enge 2: PIFisless than 0.5
5: PIFisless than 0.2
10: PIF is less than 0.1
100: PIF is less than 0.01

AUSTRALIAN
COMPUTER
SOCIETY

PIF = Personal Information Factor

Data Taskforce

»
Creator Tech 00



AUSTRALIAN
COMPUTER
SOCIETY

Another Threshold Challenge

2 .
> PIF = Personal Information Factor

Data Taskforce

»
Creator Tech 00



Data that can’t be
shared without
anonymization

Data available to
qualified users

Data available for
commercial fee

Data available for
a nominal fee

Freely
available data

Least Accessible

Q
)
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Q
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O
<
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Regulators view of
market analysis

Fraud statistics

Competition
analysis

Social media update
to “friends”

Trading on real time

Market segment

“nearmap” Ariel

Twitter alerts

market data feed analysis imaging
ASX company Broad market Live traffic Travel
announcements analysis congestion recommendations

Public transport
applications

ABS Socio-Economic
Indexes for Areas
index

Google street map

Telephone directory

Non personal data

Highly aggregated
data

Data Taskforce

Lightly aggregated
data

Creator Tech )‘

Personal data

eg: Health

Personal data



Context : Different levels of release and exposure

Real World Context

Personal Context

f
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AUSTRALIAN

ESE‘E‘;’F“ Data Sharing Taskforce
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Practical Data Sharing — the “Five Safes”

Safe People — the knowledge, skills and incentives of the users to
store and use the data appropriately. In this context, ‘appropriately’
means ‘in accordance with the required standards of behaviour’,
rather than level of statistical skill.

Safe Outputs — the residual risk in
publications from sensitive data.

Safe
People
Safe Projects — the legal, moral and ethical considerations

Safe Safe surrounding use of data. Often specified in regulations or
Safe Data — primarily the potential for legislation, typically allowing but limiting data use to some
identification in the data. It could also refer to form of ‘valid statistical purpose’, and with appropriate ‘public
the sensitivity of the data itself. Safe benefit’.

Setting

Data Project

Safe Setting — the practical controls on the way the data is
Safe Organisation — the systems, processes and governance accessed. At one extreme researchers may be restricted to
employed by an organisation to ensure the Safes Framework is using the data in a supervised physical location. At the other

applied throughout the Project and with the long-term management extreme, there are no restrictions on data downloaded from
of Data and Outputs including adherence to data protection, quality the internet.

standards and cyber security standards.

AUSTRALIAN
COMPUTER
SOCIETY

Safe Outcomes — the ultimate uses of the project Outputs

Safe Lifecycle — the time sensitivity of a Data or Outputs. Data may
be highly sensitive for a specific period and then may be not

o
sensitive at all. c'eQEO' TGG'I ”




Practical Data Sharing

Will the result lead
to disclosure?

100% Is the user authorized to
access and use the data?

Safe

s there a disclosure \ PTOjECt

risk in the data itself?
s this use of the data
Safe ' appropriate?

S
So -
0\
ettin
s
+ 38
s
s
Tor.

Has appropriate and
sufficient protection been
applied to the data?

Creator Tech )‘



Safe People

Not Safe People

Least Accessible

Restricted access
to highly
aggregated /
obfuscated data.
Light governance

Restricted access
to highly
aggregated /
obfuscated data.
Moderate
governance

Restricted access
to highly
aggregated /
obfuscated data.
High Level of
governance

Data Only |

Restricted access
to highly
aggregated /
obfuscated data.
Frequent review
of project

Low Level of
Safety

Restricted access
to moderately
aggregated /

obfuscated data.
Light governance

Restricted access
to moderately
aggregated /

obfuscated data.

Moderate
governance

Restricted access
to moderately
aggregated /

obfuscated data.

High level of
governance

Restricted access
to moderately
aggregated /

obfuscated data.

Frequent review

of project

Moderately Safe
People

Access to lightly
aggregated /
obfuscated data.
Light governance

Safe People

1
i
1
1
1
]
1
I
1
1
1
-
1
!
1
1
!
i
I
I
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I
I
— e |
I
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1
1
1
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1
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1
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1
i
A
i
i
i
I
i
i
]
I
I
I
1

. Moderate High level of Frequent review

o Light governance £ 3
& governance governance of project
5
= O
£ &
= Lowest PIF Highest PIF

- Safe Project Mod. telv S

Highly Safe oderately Safe Low Level of Not Safe
Project Project Safety Project

Access to lightly
aggregated /
obfuscated data.

Moderate
governance

Access to lightly
aggregated /
obfuscated data.
High level of
governance

Access to lightly
aggregated /
obfuscated data.
Frequent review
of project

Access to unit
record data.

Data

Taskforce

Access to unit
record data.

] = S S SS

Access to unit
record data.

Safe Project

Access to unit
record data.

Out of Scope

V

" 4



Data Ownership

» Do you own all the data you gather and use?

» How to you negotiate the use of “ecosystem data”?

» Data has a value and can be traded — economic benefit
» You don’t have to own everything

b 4 r
W
. i ,.
» And unintended use a7 BOCTOR 5415 MY HalR M) &
WoRRYING ABoUT DATA Loss! | ‘ |

S

y 4
Creator Tech 00
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National Construct for a single data sharing framework
Facilitating lowest cost, consistency AND Innovation

Federal Government

Funding, Federal data, Standards

State Government

Funding, State data, regional data,
standards

State Government

Funding, State data, regional data,
: standards :
States could Mandate the need for consistent Policy

* Provide a Policy, Process framework, Risk assessment approach
* Provide training

_ * Host the data & encourage sharing

Funding, State data, regional data,
standards

Local Government Local Government

Local Government Funding, Local data

Funding, Local data

Funding, Local data

Local Government

Local Government
Funding, Local data

Local Government
Funding, Local data

Funding, Local data

»
Creator Tech 00

Can we afford to have every council on a different data sharing rail gauge?



Mobility as a service

* Example of complex multi-mode travel management — every day is different

Local 1 W Private State Industry
- Local 1 & . : @ 2 s =
ﬁj oA A Ao A

[ ]
( M‘;./I;,‘I’.\FSZ\\ S TO Te
e -

| W ®

O gre *
W7 \#

* Including environmental monitoring

* Fitness options
* Whole-day planning

 Weather conditions

» Enabled with Data Sharing
* Needs a Consistent Data Sharing Policy across all participants
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Recognise that many existing data sets (Geo) are already
available
Recognise that some existing silos are gathering new data
already
The most common early business cases are:-

LED lighting

1.
2. Smart bins

3. Asset tracking/monitoring such as street sweepers
4,

Garden watering Automation
Test the “share-ability” of the data already gathered

Now you're starting 1o recognise the need for a Data
Sharing Policy

You're on the journey

It might be complex but starting is easy

Lear
@&

Data Governance: The 4 phases of Data Sharing

Innovation enabler
The ‘oil' of the
digital economy

»
Creator Tech 40

ata

22



AUSTRALIAN
COMPUTER
SOCIETY

-«
STANDARDS

Australia

o»
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INTELLIGENT " MATERIALS

20
K 0y

IoT Alliance Australia




'?f..;i_j}.ls The new regulation, technically
S S : known as EU 2016/679, replaces

the Data Protection Directive,

=

s

which goes back to 1995.

, oS ¢
EU GENERAL DATA PROTECTION REGULATION
o | __Generaip  Enforcement starts on May 25th, 2018
) Context, benefits, strategic framew

Concerns organizations processing personal data of EU citizens
)

G e n e ra I * Increased Territorial Scope |+ Right to access: controller must

(extra-territorial applicability) answer whether personal data are

D « Penalties: fines of up to 4% processed; why + where; copy
a ta of annual global turmover or €20 + The right to be forgotten: Data
Million (highest of both)

Erasure (conditions)
P rOte Ct i O n « Consent; clear consent to

» Data portability: right to transmit

process data personal data to another controller
o (and ability to withdraw) » Privacy by design: from concept
R e g u I a t I O n + Breach notification duty: http://www.eugdpr.org/ to legal requirement
within 72 hours of having the-regulation.html « Data Protection Officers: staff

become aware of it (if risk)

\ Summary of some key chang

member or external service provider




What the new

EU GDPR

means in 1 minute

The EU GDPR will increase privacy for individuals and give regulatory authorities
greater powers to take action against businesses that breach the new laws.
Here's what it means for your business:

Tough penalties:

fines of up to The regulation also applies to non-EU

companies that process personal data
4% of annual global of individuals in the EU.
revenue

€20 million lE{

whichever is greater, emm—

The international transfer of data

The definition of personal data is now will continue to be governed under

broader and includes identifiers such as EUGDPR rules.
) e
genetic mental cultural economic social identity.

Obtaining consent for » @ Paren.tal consent
processing personal data l ' ves is required for the
must be clear, and must seek processing of
an affirmative response. personal data of
children under

age 16.

=88  Data subjects have

the right to be
forgotten and Users may request a
erased from records. copy of personal data

in a portable format.

The appointment of a data protection
officer (DPO) will be mandatory for
companies processing high volumes of
personal data and good practice for

others.
Privacy risk impact
assessments will be
required for projects

where privacy risks
are high.

Controllers must report a data
breach no later than

72 hours
Products, systems and processes
after becoming aware of the must consider privacy-by-design
breach, unless the breach has a concepts during development.
low risk to the individual’s rights.

Data controllers must ensure Data processors can be held

adequate contracts are in directly liable for the
place to govern data ‘ security of personal data.
processors.

Controllers must have a legal
basis for processing and One-stop shop: international

collecting personal data. companies will only have to
G ‘ deal with one supervisory

l l data protection authority.
ISO 27001 and other certifications will A=
help demonstrate “adequate technical
and organisational measures” to
protect persons’data and systems.

You have to comply with EU GDPR by MAY 2018




